ITIpoToko. TecTHPOBAHKSI GHOMETPHYECKOr0 pelIeHHsI
liveness-npoBepku Jauna

«27» nexabps 2024 r.
buomerpunueckoe pemenne liveness-nposepku Jauma: AmigolD Biometric
Authentication
3asBurtenn: AmigolD FZ-LLC OO0
Paspaborunk: AmigolD FZ-LLC 000
Homep Bepcun: 4.5
Homep c6opknu: r175279

Jata npoBeaenus TecrupoBanusi: ¢ 26.12.2024 o 27.12.2024
MecTo npoBenenust rectupoBanus: AO «HITK» r.Anmater mxp. Koxrem 3 1.21

OUO pabOoTHHKOB, IPHHUMABIIHX Y4aCTHE B TECTHPOBAHHH:

JlazapeB Aunexcannp HukonaeBud — TIJaBHBIM CHCTEMHBIM aAHAJIUTHK OT/ENA
OMepaLMOHHOT0 conpoBoXAeHUs ynpaBnenus [[OM/];

Hypmaxos Anyap MyxTapyibl — IJIaBHbI MeHemXep OTAeNa OIEepalHOHHOTO
conpoBoxaeHus ynpasienus LIOW/;

Leas TecTHpoBaHuS:

— OMNpeIeNuTh BEPOATHOCTH JIOXKHOTO OIYCKa IPH COBEPIIEHHWH aTak ¢
UCII0JIb30BaHUEM (POTOM300paXKeHUH, MacoK, Buaeo3anucei, deepfake rexHonoruit
U UX KOMOHMHAIINH;

—  OIPEIENUTh BEPOSTHOCTD JIOXKHOTO HEIOIYCKa;

— OMNpEeJeNUTh IPOIMYCKHYI CMOCOOHOCTh OMOMETPHYECKOTO peIleHuUs
liveness-nipoBepku JnIa.

Hepe‘leﬂb MaTeEpHaJbHbBIX H TEXHHYECKHX CpeACTB, HCNMOJIB30OBAHHLIX B X0/1¢
TeCTHPOBAHHUA:
— CunnkoHOBas MacKa MsITKasl Ha JIULIO, C BEIpe3aMHu TJas;
— CUIMKOHOBas MacKa )eCTKas Ha JIMIo, Oe3 BEIPE30B;
— CuIMKOHOBas MacKa Ha BCIO I'oJIOBY, 0€3 BBIPE30B;
— @otouzobpaxkeHus Jula, pacrnedaraHHble Ha npuHTepe Epson L8805 (Ha
MaTOBOH H TJISHIIEBOH 6yMare);
— I1O DeepFaceLive NVIDIA build 07.09.2023 ¢ myOnuYHBIMH MOJIEISIMU
JIHLL;
— CucreMHbIH OJI0K:
CPU: Intel® Core 19 13900K;
RAM: 64 Gb;
SSD: 2 Th;
GPU: nVidia RTX 4090



Mob6unbHsrit Tenedon Apple iPhone 14 Pro Max;
Mobuneneii Tenedon Samsung Galaxy S22 Ultra;
IInanmer iPad 12.9 M2;
Momnutop Philips 28”

Jnsa tecTupoBaHHS OHOMETPHYECKOTO pEIIEHHs BBIAEIEHBl CIENYIOIIHE
CepBepHbIe BEIYHUCITHTEIBHBIE PECYPCHI:

CPU: Intel® Core 19 13900K;

RAM: 64 Gb;
SSD: 2.Th;
GPU: nVidia RTX 4090

JIMLIE

(oTobymare c

Ne | Bua rectupoBanus Onucanne Pesyabrar
npoiecca
TeCTHPOBaHHSA
1. | Ob6mee recrupoBanue GyHKIHOHAJA GHOMETPHYECKOI0 PellleHus JIallBHeC-TIPOBEPKH
JIHLA
1.1. | TectupoBanue Wmurauusa o6sruneix | [Iposeneno 500 | YcmemHo, BPCER
KOPPEKTHOH yCIIOBHH ceccuii liveness MeHee 15%
JTHYHOCTBIO
2. | 2D araku (MonbITKAa ABTOPH3ALMH 3JIOYMBIIIIEHHHKA BMECTO PeajbHOI0 4Ye10BeKa)
OMOMETPHYECKOro penieHus JaiiBHec-NPOBEPKH JIHIA
2.1. | Pacieuatannoe | HMcnonb3oBanue [lombiTKa [IpoBepka Ha KHBOCTH
(porouszobpaxer | poronsodpaKeHUs ayTeHTH(HKAIUKH ¢ | IpoiiieHa, pe3yibTaT —
e JHLa oqua  (Bce  JIMLO), | UCIIOJIB30BAHHEM ATAKA HE
pacrieyaraHHOro  Ha | oTou3zo0paxeHus OTPAXEHA
MaToOBOH/ TJISHLEBOMH | MHIA,
Oymare pacreyaTaHHOro Ha
[IISIHIEBOH ua
MaToBOM
boTobOymare
2.2, Hcnonp3oBanue [TombrTka [IpoBepka Ha >KHBOCTB
H30THYTOTO ayTeHTHHKAUKU ¢ | He MpoHJeHa, pe3ynbTar
dhoTonzobpaXkeHUs HCIIOJIb30BAaHHEM - ATAKA YCIIEIIHO
auna  (Bce  JIMIO), | H30THYTOTO OTPAXEHA
pacrieyaTaHHOro  Ha | (oTon3zoOpakeHHs
MAaTOBOH/TJISHIIEBO JIHIIA,
Oymare pacrieqaTaHHOI'O Ha
IIISTHUEBOM 71
MaToBOM
dhoTobOymare
2.3, Hcnonb3oBanue [TonbiTKa ITpoBepka Ha KHBOCTh
dorounzobpaxenus ayTeHTH()HKAMKH ¢ | He IpoiiieHa, pe3yJIbTaT
nuna  (C BBIPE3OM | UCIMOJB30BAHHEM - ATAKA YCIIEIIHO
riuas), ¢doTouzodbpakeHus OTPAXEHA
pacne4yaTaHHOrO  Ha | JIMLQA,
MaTOBOHU/TJISIHIIEBOH pacreJyataHHOro Ha
Oymare, MaTroBoOi u
3aKpeNIeHHOr0 Ha | IJISHLEBOU




BBIPE30M B 0OJIacTH
rias

2.4, Hcnonpsosanue [TonbiTKa IIpoBepka Ha KHBOCTB
(oTonzobpakeHus ayTeHTU(HKAIMK  C | HE [IPOiiJIeHa, pe3yJibTar
mana  (C BBIPE30M | HCIIOJIb30BAHHEM - ATAKA YCIIEIIHO
ofsacTu ria3 u Hoca), | GoToH300paKeHH OTPAXKEHA
pacneuaTaHHOTO  Ha | JIMIa,

MaTOBOH/TISHLIEBOH | pacreyaTaHHOro Ha
Oymare, MaToBOH %}
3aKPEIIIEHHOT 0 Ha | TISHIICBOH
JHLe (orobymare c
BEIpEe30M B 00jacTH
rjia3 ¥ Hoca
3. | Araka OHOMETpPHYECKOr0 pemieHHsl JaliBHeC-NMPOBEPKH JIMIA € HCHOJIb30BAHHEM
BH/e03anucH niH Gorou3odpaskeHHs, 1eMOHCTPHPYEMOro Yepe3 YCTpoiicTBa
3.1. | HemoHcTpamus | JlemoHCcTpanus ITonpiTKA [IpoBepka Ha 3KHBOCTH
(doTonzobpaken | GpoTonzobpaxeHus ayTeHTH(HUKAIHH ¢ | HE IPOHIeHa, pe3yIbTaT
us uepes MOOMJILHBIH | HCTIONB30BAHUEM - ATAKA YCIIEIIHO
TesiepoH nzobpaxenus Jsmmua | OTPAXKEHA
JIEMOHCTPUPYEMOTO
co cMmapTtdoHa Ha
KaMmepy (st
JeMOHCTpaIlH
npuMeHsTHCE iPhone
14 PRO MAX #u
Samsung Galaxy S22
Ultra)

3.2, JlemoHcTpanus ITomnerTka IIpoBepka Ha XHBOCTH
(hoTouzobpakeHus ayreHTHGUKAIMK  C | HE IPOHIECHA, pe3yIbTaT
4yepe3 IUIAHILIET HCII0JIB30BAHUEM - ATAKA YCIIEIIIHO

H300pakeHus OTPAXEHA
JEMOHCTPHPYEMOTO

¢ IUIaHINTAa  Ha

Kamepy (nns
JEMOHCTpaIHH

MIPHMEHSIICH

mnanmer iPad 12.9

M2)

3.3, JleMoHcTpanus [TonbiTKA ITpoBepka Ha 3KHUBOCTH
thoTonzobpaxeHus ayTeHTH()UKALMK  C | He IpoiiieHa, pe3yIbTaT
yepe3 MOHHMTOP € | MCIOJIb30BAHHEM - ATAKA YCIIEIIHO
MaTOBBIM ITOKPBITHEM | H300paykeHHs OTPAXEHA

JIEMOHCTPUPYEMOTO
C MOHHTOpa Ha
Kamepy (IIpHUMEHsICS
Philips 28™)

4, | 3D araku (DONBLITKA ABTOPH3ALMH BMECTO PeajbHOI0 “e0BeKa) OHOMETPHYECKOro

pemenns JaiiBHeC-IIPOBEPKH JIHLA

4.1. Hcnons3oBanue IonbiTkKa [IpoBepka Ha XMBOCTh
CHJIMKOHOBOM MAaCKH | ayTeHTU(UKALMU  C | IPOAJIEHa, pe3ybTar —
(Bce JIHILO 6e3 | HCTIOIBE30BAaHUEM ATAKA HE

BEIPE30B)

OTPAXXEHA




CHJIMKOHOBOM MackKu
nuna (6e3 BbIpe3oB)

4.2. Hcnons3oBanne [ToneiTka [IpoBepka Ha XHBOCTH
CHITMKOHOBOM MAacKH ¢ | ayTeHTH(HKAUH C | He IpoiiZieHa, pe3yabTaT
BEIPE30M B 00JIACTH | HCIIOTB30BAHHEM - ATAKA YCIIEIIHO
rias cHIIHKOHOBOH Mmacku | OTPAXKEHA
aana (C BBIPE3OM B
obiactu rias)
4.3. Hcnone3oBanue ITonbiTKa IIpoBepka Ha KHBOCTh
CHJIMKOHOBOM MAacku | ayTeHTU(UKALUK ¢ | mpoitaeHa, pe3yiabTar —
(Ha BCIO rOJIOBY) HCIIONb30BAHHEM ATAKA HE
cunukoHoBoi Macku | OTPAXKEHA
Ha BCIO TOJOBY (6e3
BBIPE30B)
5. | Ataka OHOMeETPHYECKOr0 pelleHHs JIallBHEC-NIPOBEPKH JIMIA, ¢ HCIO0JbL30BAHHEM
TexHosorun deepfake
3l Araka [TonsiTKa [IpoBepka Ha XHBOCTH
OHOMETPHUYECKOT0 ayTeHTH(UKaUMKU C | He poiifeHa, pe3yibTaT
pelieHus liveness- | ucmonp30BaHUEM - ATAKA YCIIEIIIHO
[IPOBEPKH JIHI[A, C | HHCTPYMEHTOB OTPAXEHA
HCIIOJIB30BAHUEM deepfacelive s
texHonoruu deepfake | mojgmeHsr Una,
yepes MOOWJIBHEIN | H300pakeHue
tenedon TPaHCIUPOBAJIOCE CO
cMmaprhoHa Ha
KaMepy BO BpeMs
OHNIAHH TpaHCIALUH
(anst  meMOHCTpanuu
npumeHsiuck iPhone
14 PRO MAX wu
Samsung Galaxy S22
Ultra)
=3 Ataxa [TonbITKa [IpoBepka Ha KUBOCTH
OHOMETPHYECKOTro ayTeHTH(HUKaUMKH ¢ | HE MpoiiAeHa, pe3yJibTaT
peleHus liveness- | ucronb3oBaHHEM - ATAKA YCIIEHIIHO
IPOBEPKH  JIMUA, C | MHCTPYMEHTOB OTPAXXEHA
HCIIOJIL30BAHUEM deepfacelive TSt
texHosoruu deepfake | moameHbI TULA,
yepes IJIaHLIET n300paskeHue
TPaHCJIUPOBATIOCE  C
TUTaHLIETa (s
JIEMOHCTPALIH
MPUMEHSLICS
mwianmer iPad 12.9
M2) ma kamepy BO
BpeMms OHJIalH
TPaHCIISALHH
33, ATtaka ITonbITKa [IpoBepka Ha JXHBOCTH
OMOMETPHYECKOT0 ayTEeHTH(HUKALMK  C | He IpoiieHa, pe3yabTaT
peleHus liveness- | HCIIONB30BAaHUEM - ATAKA YCIIEIHO
IPOBEPKH JIHIA, C | HHCTPYMEHTOB OTPAXEHA
HCTIOJTE30BAHHEM deepfacelive 115
texHonorun deepfake | moaMeHsI THIA,




Yepez MOHHTOp ¢ | H300paxkeHHE

MOKPBITHEM TPaHCIHPOBAIOCH ¢
MOHHTOpA Ha KaMepy
(mpumensuicst Philips
2835)

5.4. ATaka [TombiTKa IIpoBepka Ha JKHUBOCTH
OHOMETPHYECKOTO ayTeHTU(GHUKALUK ¢ | IpOHJeHa, pe3yIbTaT -
pelieHus liveness- | ucronpzoBaHueM ATAKA HE
IPOBEPKH JIUIA, C | HHCTPYMEHTOB OTPAXEHA
HCITOJIB30BaAHHEM deepfacelive ify i
texHonoruu deepfake | moameHsl JIALA,H
c MOJMEHOMN | SMYJSILIUKH  KaMepsI
BH/IEONOTOKA OBS  Studio. B

Ka4yeCcTBE KaMephl B
Opayzepe Onl1a
BEIOpaHa Kamepa
OBS Virtual Camera

Jaka04YeHHe:

TectupoBanne OuomeTpudeckoro perienus liveness-mpoBepku nuna AmigolD
Biometric Authentication 3aBepuieHo ycnemHo. buoMmerpuueckoe pelIieHNe
liveness-mipoBepku guna AmigolD Biometric Authentication v.4.5 r175279 HE
COOTBETCTBYET ycraHOBIeHHBIM TPeOOBaHUIM.

Iloagnucano:
W.o. ITpencenatens [IpaBienus XK. Camaena

HauansHuk YnpasneHus

HHGOPMaIIMOHHONW 0€301MacHOCTH ,_W /// T. MykaHoB

HauansHuk YnpaneHus

[lenTp oOMeHa UASCHTU(PUKALMOHHBIMHU TaHHBIMH . EpmaxanoBa
[ 1aBHBIN CUCTEMHBIN aHAITUTHK ‘
OT/ena onepaldoHHOrO CONPOBOKACHNS YIIpaBineHus / |

[{enTp 0OMeHa UAEHTU(DUKALUOHHBIMY JaHHBIMU _/ A. JlazapesB

['naBHBIN MeHEIKED
Otnena onepallOHHOTO COMPOBOKIAECHUs Y IIpaBlIeHUs
[lenTp oOMeHa MASHTU(PUKANMOHHBIMHA JaHHBIMU

1

A. Hypmaxos



